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{"pathAndQuery":"/","loginUrl":"	removed","accountRemoveFailedString":"Failed	to	remove	the	account.	Please	try	again."}	res.cdn.office.net/officehub	{"diskPreloadEnabled":true,"enabled":true,"pilotFlights":[],"serviceWorkerAllowedFlights":["cacheshell","appshell"],"scriptUrl":"/sw","scope":"/"}	True	Everyone	gets	cloud	storage	and	essential	Office	apps	on	the	web,	free	of	charge	You	and	your	family	can	easily	create	immersive	and	stunning	files,	photo	albums	and	more,	all	within	a	unified	Office	experience	Your
files	and	memories	stay	safe	and	secure	in	the	cloud,	with	5	GB	for	free	and	1	TB+	if	you	go	premium	...even	if	they	don't	have	Office.	Seamlessly	collaborate	and	create	files	with	your	friends	and	family	Protect	the	ones	you	love	with	digital	and	physical	safety	features	and	the	Family	Safety	app	The	new	Office	brings	together	your	favorite	Microsoft	apps	all	in	one,	intuitive	platform	Office	empowers	your	employees	to	do	their	best	work	from	anywhere	in	the	world,	together	in	one	place	Anyone	in	your	organization	can
quickly	create	documents,	presentations,	and	worksheets	within	a	single,	unified,	Office	experience	Office	empowers	your	organization	to	organize,	and	safely	store	files	in	OneDrive	with	intuitive	and	easy	organizational	tools	Keep	your	business	connected	from	anywhere	with	chat	and	cloud	collaboration	tools	Office	seamlessly	tracks	updates,	task,	and	comments	across	all	your	files	so	you	can	pick	up	right	where	you	left	off	The	new	Office	brings	together	your	favorite	Microsoft	apps	all	in	one,	intuitive	platform
Teachers	and	students	get	access	to	the	best	tools	for	learning	anywhere—in	the	classroom,	remotely	or	in	a	blended	environment—for	free	Spark	creativity	and	collaboration	in	any	learning	environment—whether	in	the	classroom,	remote,	or	blended—with	intuitive,	inclusive	design	Create	equitable	learning	environments	that	help	students	develop	knowledge	and	skills	essential	for	both	academic	and	career	success	Give	students	the	tools	to	learn	and	collaborate	on	projects	together	and	independently,	all	in	one
place	Office	helps	your	students	connect	and	achieve	more	together,	whether	in	the	classroom,	at	home,	or	around	the	globe	The	new	Office	brings	together	your	favorite	Microsoft	apps	all	in	one,	intuitive	platform	SID:f3589fbc-ed9e-4b38-8955-1cd8976c8b88	CID:75b8e9de-6469-4773-9d4c-79fe5c9cb008	AUTH:Unknown	GEO:weu	IN:_ohome_27	DEP:18cf1200-bf48-40d6-b309-bf87a4200872	FLT:wachostprodhwa,thumbnailcall,P-R-1020934-8-19,P-R-1020323-2-3,P-R-1019936-2-4,P-R-1018575-12-18,P-R-1004015-2-
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Customize	Office	365	login	page	Customize	Office	365	login	page	We	can	do	this	from	Office	365	Admin	center.	Open	Office	365	Admin	Center.	Click	on	“Azure	Active	Directory”	like	below:	customize	office	365	login	page	The	page	will	come	to	wait	for	some	time.	Now	we	can	able	to	see	our	branding	page.	Select	All	services	(highlighted	one).	Select	Company	branding	and	Click	on	Configure	like	below:	How	to	Customize	Office	365	login	page	The	Office	365	Company	branding	configuration	page	contains	the	field.
Language:	The	language	field	is	always	by	default	we	can	not	change	the	language	field.	Background	image:	In	the	Background	image	field	give	the	image	URL	which	you	want	as	a	background	image	of	a	Sign-in	page.	Here	I	have	uploaded	from	the	local	system.	Banner	logo:	Upload	the	image	for	Banner	in	the	Banner	logo	field.	Whatever	we	will	give	in	the	banner	field	it	will	display	when	the	user	enters	the	username	and	password.	Username	hint:	In	the	Username	hint	whatever	we	will	give	the	text	that	appears	to
users	when	they	forget	their	username.	Here	I	have	added	“Forgot	the	username”	Sign-in	page	text:	Here	in	the	Sign-in	page	text	put	the	text	which	appears	on	the	sign-in	page	button.	We	can	give	additional	information	to	the	user.	Add	Custom	Branding	to	Office	365	Sign-In	Page	Advanced	settings:	Advanced	settings	I	left	as	a	blank	it	is	not	mandatory	Sign-in	page	background	color:	We	can	specify	the	color	in	this	field	the	color	will	appear	in	place	of	the	background	image	when	low-bandwidth	connection.	Square
logo	image:	The	image	which	I	have	uploaded	in	the	Square	logo	image	will	appear	to	users	during	the	setup	process.	Show	option	to	remain	signed	in:	We	can	see	Yes	and	no	option.	When	we	chose	the	yes	then	the	user	remains	signed	into	Azure	Active	directory	until	explicit	sign-out.	When	we	choose	No,	this	option	is	disabled	and	users	need	to	sign	in	each	time	the	browser	is	closed	and	opened.	After	fill,	all	the	field	Click	on	Save.	customize	office	365	home	page	Again	go	to	“Company	branding”	enable	the	Default
option.	Then	Sign	out	the	page.	customize	office	365	home	page	After	signing	out	the	official	account	again	try	to	sign	in.	When	I	have	gone	for	sign	in	the	office	365	account	again	we	can	able	to	see	our	sign	in	page	automatically	changed.	Top	of	the	Sign	on	the	page	we	can	able	to	see	the	logo.	In	the	button	of	the	page	we	can	able	to	see	the	text	which	I	have	given	in	the	“Sign-in	page	text”	field.	customize	office	365	login	page	You	may	like	following	Office	365	tutorials:	Conclusion	In	the	SharePoint	blog,	we	had
discussed	how	to	customize	office	365	sign	in	page.	Here	learned	in	the	Office	365	customization	page	how	to	set	the	background	image	and	banner	logo.	We	were	also	read	how	to	add	username	hint	and	sign	in	page	text	in	the	office	365	login	page.	I	am	Bijay	from	Odisha,	India.	Currently	working	in	my	own	venture	TSInfo	Technologies	in	Bangalore,	India.	I	am	Microsoft	Office	Servers	and	Services	(SharePoint)	MVP	(5	times).	I	works	in	SharePoint	2016/2013/2010,	SharePoint	Online	Office	365	etc.	Check	out	My
MVP	Profile..	I	also	run	popular	SharePoint	web	site	EnjoySharePoint.com	With	WPO365	|	LOGIN	users	can	sign	in	with	their	corporate	or	school	(Azure	AD	/	Microsoft	Office	365)	account	to	access	your	WordPress	website:	No	username	or	password	required	(OIDC	or	SAML	2.0	based	SSO).	Plus	you	can	send	email	using	Microsoft	Graph	instead	of	SMTP	from	your	WordPress	website.	SINGLE	SIGN-ON	(SSO)	Supported	Identity	Providers	(IdPs):	Azure	Active	Directory	and	Azure	AD	B2C	more	Supported	SSO
protocols:	OpenID	Connect	and	SAML	2.0	more	Supported	OpenID	Connect	User	Flows:	Authorization	Code	User	Flow	(recommended)	and	Hybrid	User	Flow	more	NEW	USERS	New	users	that	sign	in	with	Microsoft	automatically	become	WordPress	users	more	INTRANET	Configure	the	intranet	authentication	mode	to	restrict	access	to	all	front-end	posts	and	pages	more	Hide	the	WordPress	Admin	Bar	for	specific	roles	more	MICROSOFT	TEAMS	Support	for	(seamless)	integration	of	your	WordPress	website	into	a
Microsoft	Teams	Tabs	and	Apps	more	MAIL	Send	emails	using	Microsoft	Graph	instead	of	SMTP	from	your	WordPress	website	more	Send	as	HTML	Save	to	the	Sent	Items	folder	Support	for	file	attachments	WORDPRESS	MULTISITE	Support	for	WordPress	Multisite	more	POWER	BI	Embed	Microsoft	Power	BI	content	(user	owns	data)	more	SHAREPOINT	Embed	a	SharePoint	Online	library	using	a	Gutenberg	Block	or	as	simple	shortcode	Embed	a	SharePoint	Online	search	experience	into	a	front-end	post	or	page	using
simple	to	generate	shortcode	more	EMPLOYEE	DIRECTORY	Embed	an	intuitve	Azure	AD	/	Microsoft	Graph	based	Employee	Directory	into	a	front-end	post	or	page	more	REST	API	ENDPOINT	PROTECTION	Protect	your	WordPress	REST	API	endpoints	with	a	combination	of	a	WordPress	cookie	and	a	nonce	for	delegated	access	more	DEVELOPERS	Developers	can	now	connect	to	a	RESTful	API	for	Microsoft	Graph	in	their	favorite	programming	language	and	without	the	hassle	of	authentication	and	authorization	more
PHP	hooks	for	developers	to	build	custom	Microsoft	Graph	/	Office	365	integrations	more	ADD	FUNCTIONALITY	WITH	PREMIUM	EXTENSIONS	PROFILE+	Update	a	WordPress	user	profile	with	(first,	last,	full)	name,	email	and	UPN	from	Azure	AD	more	SINGLE	SIGN-ON	Visitors	are	required	to	sign	in	with	Azure	AD	/	Microsoft	but	will	not	be	automatically	logged	in	to	WordPress	more	AUDIENCES	Azure	AD	group	based	access	restriction	for	individual	front-end	posts	and	pages	more	SYNC	On-demand	/	scheduled
user	synchronization	from	Azure	AD	to	WordPress	more	AVATAR	Replace	the	default	WordPress	/	BuddyPress	avatar	with	a	Microsoft	365	profile	picture	more	ROLES	+	ACCESS	WordPress	roles	assignments	/	access	restrictions	based	on	Azure	AD	groups	/	user	attributes	more	LOGIN+	Enrich	a	user’s	WordPress	(or	BuddyPress)	profile	with	user	attributes	pulled	from	Azure	AD	/	Microsoft	365	more	Support	for	so-called	Multi-Tenancy	more	Map	custom	claims	sent	in	an	Azure	AD	B2C	ID	token	to	custom	WordPress
user	profile	fields	more	Require	Proof	Key	for	Code	Exchange	(PKCE)	for	increased	protection	when	requesting	oauth	tokens	from	Azure	AD	more	Other	features:	Enable	SSO	for	the	login	page,	Dual	login	and	Private	Pages	MAIL	Allow	forms	/	plugins	/	themes	to	dynamically	set	the	From	address	Log	every	email	sent	from	your	WordPress	website,	review	errors	and	try	to	send	unsuccessfully	sent	mails	again.	more	Send	all	emails	by	default	as	BCC	GROUPS	Deep	integration	with	the	(itthinx)	Groups	plugin	for	group
membership	and	access	control	more	MICROSOFT	365	APPS	Advanced	versions	of	the	apps	to	embed	content	of	Microsoft	365	services	such	as	Power	BI	(with	support	for	application	owns	data	scenarios)	and	SharePoint	Online	(with	support	for	anonymous	users)	SCIM	(SCIM	based)	Azure	AD	User	Provisioning	to	WordPress	more	REST	API	ENDPOINT	PROTECTION	Enable	Azure	AD	based	protection	for	your	WordPress	REST	API	endpoints	more	CONFIGURATION	Save	multiple	configurations	Directly	edit	(the
JSON	representation	of)	a	configuration	Prerequisites	Make	sure	that	you	have	disabled	caching	for	your	Website	in	case	your	website	is	an	intranet	and	access	to	WP	Admin	and	all	pubished	pages	and	posts	requires	authentication.	With	caching	enabled,	the	plugin	may	not	work	as	expected	We	have	tested	our	plugin	with	WordPress	>=	4.8.1	and	PHP	>=	5.6.40	You	need	to	be	(Office	365)	Tenant	Administrator	to	configure	both	Azure	Active	Directory	and	the	plugin	You	may	want	to	consider	restricting	access	to	the
otherwise	publicly	available	wp-content	directory	Support	We	will	go	to	great	length	trying	to	support	you	if	the	plugin	doesn’t	work	as	expected.	Go	to	our	Support	Page	to	get	in	touch	with	us.	We	haven’t	been	able	to	test	our	plugin	in	all	endless	possible	WordPress	configurations	and	versions	so	we	are	keen	to	hear	from	you	and	happy	to	learn!	Feedback	We	are	keen	to	hear	from	you	so	share	your	feedback	with	us	on	Twitter	and	help	us	get	better!	Open	Source	When	you’re	a	developer	and	interested	in	the	code
you	should	have	a	look	at	our	repo	over	at	WordPress.	Microsoft	/	Azure	AD	based	Single	Sign-onEmbedded	Power	BI	for	WordPressEmbedded	SharePoint	Online	Documents	for	WordPressEmbedded	SharePoint	Online	Search	for	WordPressEmployee	DirectorySupport	for	Azure	AD	B2B	and	Azure	AD	B2CSending	WordPress	email	using	Microsoft	GraphSynchronizing	users	from	Azure	AD	to	WordPressEmbed	WordPress	in	a	Teams	Tab	or	AppAssign	WordPress	roles	/	Deny	access	based	on	Azure	AD	groups	I	was
looking	for	a	way	that	I	can	login	with	my	O365	account	into	my	Wordpress.	This	was	so	easy!!	thank	you	So	far	so	good.	Easy	to	setup	plugin	with	Microsoft	Active	Directoy.	I	am	using	to	control	access	to	a	LearnDash	LMS	site.	Very	straightforward.	I'm	not	sure	if	I	will	need	the	paid	addons	yet.	Seems	quite	good	"out	of	the	box".	Instructions	for	setting	up	Azure	Active	Directory	are	excellent.	Very	accurate	and	simple	to	follow.	They	obviously	put	significant	effort	into	their	documentation.	This	is	the	perfect	solution
for	cutting	down	on	admin	maintance	for	users	accounts	and	new	users.	Thank	you	developer!	This	plugin	does	exactly	what	I	require	and	the	setup	is	very	well	documented.	Cheers!	Not	only	is	this	a	fantastic	plugin	but	the	support	has	been	absolutely	brilliant.	Cannot	recommend	highly	enough.	Very	happy	with	this	plugin.	Process	was	well	documented	and	worked	exactly	as	desired.	Read	all	83	reviews	Fix:	The	delegated	mail	authorization	feature	would	–	under	circumstances	–	fail	to	get	the	mail	specific	tenant	ID
and	as	a	result	an	attempt	to	refresh	the	access	token	may	fail.	[LOGIN,	MICROSOFT	GRAPH	MAILER]	Fix:	The	Redirect	URL	field	for	the	mail	authorization	is	no	longer	greyed	out	and	can	be	changed	by	administrators.	[LOGIN]	Fix:	A	backward-compatibility	issue	with	Audiences	would	cause	a	critical	error	when	editing	a	page.	Administrators	with	any	of	the	following	extensions	installed	must	update	as	soon	as	possible:	ROLES	+	ACCESS,	SYNC,	INTRANET.	Change:	Sending	WordPress	emails	using	Microsoft
Graph	can	now	also	be	configured	with	delegated	permissions.	Administrators	are	urged	to	review	the	(documentation)[	and	to	update	their	configuration.	[LOGIN,	MICROSOFT	GRAPH	MAILER]	Feature:	Audiences	–	used	to	target	posts	and	pages	to	specific	Azure	AD	groups	–	can	now	also	be	used	on	a	post	or	page	using	a	custom	metabox	in	the	sidebar.	Consult	the	(updated	documentation)[	for	details.	[ROLES	+	ACCESS,	SYNC,	INTRANET]	Feature:	Azure	Active	Directory	secrets	can	now	be	stored	in	the	website’s
WP-Config.php	and	removed	from	the	database.	[MAIL]	Improvement:	A	number	of	plugin	self-tests	have	been	improved	to	help	administrators	find	loopholes	in	the	configuration	e.g.	of	User	synchronization	and	the	integration	of	various	SharePoint	Online	services.	[LOGIN]	Fix:	The	plugin	no	longer	“hijacks”	a	state	parameter	when	sent	in	the	header	of	any	request.	This	prevented	–	amongst	other	things	–	enabling	/	disabling	of	WordPress	auto-updates.	[LOGIN]	Fix:	The	Employee	Directory	app	now	shows	profile
information	when	users	are	searched	for	using	SharePoint.	[M365	APPS,	INTRANET]	Fix:	Version	bump	for	all	WPO365	plugins.	Fix:	Recent	changes	to	the	built-in	notification	service	could	cause	a	fatal	error	for	older	PHP	versions	that	has	now	been	fixed.	[LOGIN]	Fix:	If	the	plugin	is	configured	to	send	WordPress	emails	using	Microsoft	Graph	then	it	will	now	always	replace	the	“from”	email	address	if	WordPress	tries	to	sent	emails	from	“wordpress@[sitename]”.	WordPress	will	propose	this	email	address	is	no	email
is	set	by	the	plugin	sending	the	email	(e.g.	Contact	Form	7).	This	email	may	pass	checks	as	a	valid	email	address	but	in	reality	this	email	address	most	likely	does	not	exist.	The	option	to	fix	the	“localhost”	issue	has	been	removed	since	this	fix	improves	the	behavior	for	all	hosts	(incl.	localhost).	[ALL]	Improvement:	Various	wp-admin	banners	as	well	as	some	translations	have	been	updated.	Also	a	teaching	bubble	is	shown	on	the	Single	Sign-on	page	to	help	admins	quickly	find	the	WPO365	documentation	center	at	.
[ALL]	Change:	Administrators	who	selected	OpenID	Connect	based	single	sign-on,	can	now	choose	between	the	Hybrid	Flow	and	the	Authorization	Code	Flow.	New	installations	will	automatically	be	configured	using	Authorization	Code	Flow.	Read	more	[LOGIN]	Change:	Support	for	Azure	AD	B2C	custom	policies	(sign-up,	sign-in	and	password	reset)	is	no	longer	a	premium	feature.	[LOGIN]	Change:	All	features	of	WPO365	|	CUSTOM	USER	FIELDS	extension	are	from	now	on	supported	by	the	WPO365	|	LOGIN+
extension.	See	our	website	for	details	and	pricing.	[CUSTOM	USER	FIELDS,	LOGIN+]	Change:	A	new	WPO365	Features	Dashboard	has	been	added	that	allows	administrators	to	toggle	features	such	as	e.g.	SSO,	MAIL	and	SYNC	on	or	off.	[LOGIN]	Feature:	Admins	can	now	choose	to	hide	the	WordPress	Admin	Bar	for	specific	roles.	[LOGIN]	Feature:	Requesting	access	tokens	from	Azure	AD	can	now	be	further	secured	using	a	Proof	Key	for	Code	Exchange	(PKCE).	[LOGIN+,	SYNC,	INTRANET]	Feature:	Protect	and
secure	your	WordPress	REST	API	with	Azure	AD	generated	oauth	access	tokens	(PREMIUM).	[LOGIN+,	SYNC,	INTRANET]	Feature:	Protect	and	secure	your	WordPress	REST	API	with	WordPress	REST	cookies.	[LOGIN]	Improvement:	Azure	AD	B2C	custom	claims	sent	in	the	ID	token	can	now	be	mapped	to	custom	WordPress	user	meta	fields.	[LOGIN+,	SYNC,	INTRANET]	Improvement:	When	specified	in	–	for	example	–	an	email	form	the	“From”	address	will	be	used	to	send	the	email	from	(instead	of	the	configured
“From”	address	and	if	the	address	specified	in	the	form	appears	to	be	valid).	This	behavior	is	a	premium	feature	and	not	enabled	by	default.	[MAIL,	SYNC,	INTRANET]	Improvement:	Admins	can	now	set	a	different	Azure	AD	tenant	for	sending	WordPress	emails	using	Microsoft	Graph	when	the	plugin	is	configured	for	Azure	AD	B2C	based	single	sign-on.	[ALL]	Improvement:	Admins	can	now	update	the	priority	for	the	get_avatar	hook	on	the	plugin’s	User	sync	page	(default	1).	[AVATAR,	SYNC,	INTRANET]	Improvement:
The	plugin	is	now	able	to	work	with	the	more	appropriate	GroupMember.Read.All	permissions	instead	of	Group.Read.All	and	admins	who	configured	role	based	access	restriction	are	advised	to	update	the	API	permissions	for	the	registered	application	in	Azure	AD.	[ROLES+ACCESS,	SYNC,	INTRANET]	Fix:	The	logic	to	detect	the	blog	ID	in	a	WordPress	Multisite	(WPMU)	will	always	test	with	a	trailing	slash.	[LOGIN]	Fix:	A	(custom)	login	message	–	for	example	created	with	LoginPress	–	will	now	show	as	expected.
[ALL]	Fix:	Non-dynamic	roles	in	an	identities	configuration	used	to	enable	RLS	when	embedding	Power	BI	content	no	longer	causes	a	fatal	error.	[M365	APPS,	INTRANET]	Fix:	It	is	now	possible	to	save	empty	custom	user	profile	fields	when	manually	updating	a	user’s	profile.	[CUSTOM	USER	FIELDS,	SYNC,	INTRANET]	Change:	Sending	mail	as	HTML	is	no	longer	a	premium	feature.	[LOGIN,	MAIL]	Change:	Saving	sent	emails	in	Sent	Items	is	no	longer	a	premium	feature.	[LOGIN,	MAIL,	SYNC,	INTRANET]	Change:
The	plugin	will	now	always	force	the	use	of	the	WPO365	avatar	feature	if	this	enabled	by	removing	other	similar	filters.	[AVATAR,	SYNC,	INTRANET]	Improvement:	Administrators	can	now	configure	the	WPO365	plugin	to	prevent	WordPress	sending	a	notification	to	admins	when	a	user	changes	a	password.	[LOGIN+,	SYNC,	INTRANET]	Improvement:	The	Graph	Mailer	components	have	been	refactored	for	improved	logging	/	auditing.	[LOGIN,	MAIL,	SYNC,	INTRANET]	Fix:	Login	button	label’s	text	will	not	be	wrapped
on	a	new	line.	[LOGIN]	Fix:	The	premium	mail	function	to	log	all	emails	sent	did	not	properly	return	and	when	used	in	combination	with	another	mail	plugin	–	e.g.	WP	HTML	Mail	–	emails	were	not	sent	as	expected.	[MAIL,	SYNC,	INTRANET]	Fix:	The	mail-log	table	can	now	be	scrolled	horizontally.	[MAIL,	SYNC,	INTRANET]	Fix:	Sending	a	test	email	with	attachment	is	now	supported	by	all	versions.	[LOGIN]	Fix:	The	plugin	will	not	try	and	send	attachments	larger	than	3	Mb	(the	prevent	the	mail	being	refused	by	the
Microsoft	Graph	API).	[LOGIN]	Fix:	The	Azure	AD	based	Employee	Directory	app	will	now	retrieve	the	user’s	profile	and	cache	them	separately	from	the	cache	of	employees	as	this	sometimes	would	break	the	hierarchy.	[M365	APPS,	INTRANET]	Improvement:	You	can	now	create	a	shortcode	based	app	to	embed	Power	BI	content	that	supports	the	“App	owns	data”	scenario	and	configure	it	to	use	the	2nd	(app-only)	AAD	App	registration.	This	is	especially	useful	when	the	administrator	configured	Microsoft	Azure	AD
B2C	or	SAML	2.0	based	single	sign-on	and	the	AAD	App	registration	for	SSO	cannot	be	used.	[M365	APPS,	INTRANET]	Fix:	Several	issues	related	to	PHP	8.x	–	e.g.	support	for	deep-links	–	have	been	fixed.	[ALL]	Fix:	When	an	administrator	has	hidden	the	login	button	the	artifacts	required	to	initiate	the	WPO365	Sign	in	with	Microsoft	flow	–	e.g.	needed	for	a	custom	login	button	or	Dual	Login	–	are	now	loading	correctly.	[LOGIN]	Change:	The	default	login	button’s	accessibility	has	been	improved	and	now	uses	a
BUTTON	element	(previously	a	DIV)	with	an	aria-label	that	corresponds	to	the	button’s	caption.	[LOGIN]	Improvement:	For	new	installations	of	the	plugin	the	default	value	of	the	session	duration	has	been	updated	to	0	(was	3600)	and	a	user	will	not	be	automatically	forced	to	re-authenticate	after	1	hour.	[LOGIN]	Fix:	The	(basic	/	free	version	of	the)	Microsoft	365	shortcode	app	to	embed	a	SharePoint	/	OneDrive	Documents	Library	now	correctly	recognizes	when	it	should	use	the	new	WPO365	REST	API	for	Microsoft
Graph	instead	of	the	older	token	service.	[LOGIN]	Fix:	The	exception	level	for	“Serious	attempt	to	try	to	bypass	authentication”	has	been	changed	from	ERROR	to	WARN	since	many	false/positives	have	been	reported.	[LOGIN]	Improvement:	When	the	WPO365	plugin	is	used	to	send	WordPress	emails,	it	will	now	honor	a	reply-to	email	address	defined	“externally”	e.g.	when	using	Contact	Form	7.	[ALL]	Fix:	The	Microsoft	365	shortcode	app	for	SharePoint	Online	Search	now	properly	encodes	the	query	template	/	custom
written	query	to	enable	the	use	of	double	quotes	when	defining	values	for	a	managed	property	e.g.	Path:”	Documents”.	To	benefit	from	this	you	must	re-create	the	shortcode	for	the	app.	[M365	APPS,	INTRANET]	Fix:	When	using	the	Dual	Login	Feature	the	plugin	no	longer	adds	an	HTML	DIV	element	with	a	duplicate	ID.	[LOGIN+,	SYNC,	INTRANET]	Change:	The	Microsoft	365	shortcode	app	for	embedding	Power	BI	has	been	thoroughly	updated	to	work	with	the	recently	introduced	WPO365	REST	API	for	Microsoft
Graph.	Existing	shortcodes	will	continue	to	work	with	the	WordPress	AJAX	API	but	it	is	recommended	to	update	those	apps	by	creating	new	shortcodes	using	the	Shortcode	Generator.	[M365	APPS,	INTRANET]	Change:	The	Microsoft	365	shortcode	app	for	embedding	Power	BI	now	supports	dynamic	tokens	used	when	defining	Effective	Identities	when	row-level-security	(RLS)	is	configured	for	the	dataset.	Dynamic	tokes	can	be	replaced	with	direct	attributes	of	a	WordPress	user	or	alternatively	user	meta.	Please	refer
to	the	updated	documentation	for	guidance	how	to	use	dynamic	tokens.	[M365	APPS,	INTRANET]	Improvement:	Newly	created	Power	BI	shortcode	apps	will	cache	access	tokens	in	the	browser’s	session	storage	and	this	cache	will	be	emptied	when	the	user	navigates	away	from	the	page.	[APPS,	INTRANET]	Fix:	The	license	checker	will	not	show	a	warning	for	development,	test	and	staging	environments	if	those	web	addresses	can	be	identified	as	such.	[ALL	PREMIUM]	Fix:	Use	the	home	URL	instead	of	the	site	URL
(where	WordPress	application	files	are	accessible)	for	the	base	URI	when	connecting	to	the	WPO365	REST	API	for	Microsoft	Graph.	[ALL]	Fix:	Administrators	can	activate	Internet	Explorer	11	compatibility	mode	(at	the	cost	of	losing	the	integration	capability	with	Microsoft	Teams)	when	they	go	to	WP	Admin	>	WPO365	>	…	>	Miscellaneous	and	toggle	the	corresponding	option.	[ALL]	Breaking:	Additional	configuration	is	needed	for	the	WPO365	REST	API	for	Microsoft	Graph	that	is	used	by	the	WPO365	|
DOCUMENTS	Gutenberg	Block,	WPO365	User	synchronization	and	the	updated	versions	of	the	M365	APPS	(included	in	this	release)	to	keep	your	data	as	safe	and	secure	as	possible.	On	the	plugin’s	Integration	page	in	the	section	labelled	Microsoft	365	Apps	you	must	now	specify	whether	user	must	be	signed	in	(with	Microsoft)	when	they	connect	to	the	API,	which	Microsoft	Services	endpoints	are	allowed,	whether	apps	may	request	application-level	tokens	(instead	of	user-level	tokens	with	delegated	permissions)	and
whether	proxy-type	of	requests	are	permitted.	[ALL]	Breaking:	Because	the	direct	use	of	PHP	cURL	has	been	removed	in	favor	of	WordPress’	builtin	HTTP	API	the	cURL	Proxy	Address	setting	has	been	removed.	Please	refer	to	the	WordPress	documentation	for	instructions	how	you	can	use	WP_PROXY_HOST	and	WP_PROXY_PORT	if	you	need	to	configure	a	proxy	for	outgoing	network	connections.	[ALL]	Breaking:	The	End	User	License	Agreement	will	be	updated	from	1st	April	2022	and	a	license	for	a	premium
extension	will	always	be	linked	to	the	domain	of	the	WordPress	instance.	Therefore	you	may	need	additional	licenses	for	development,	test	and	staging	instances	if	those	are	set	up	under	different	domains.	Starting	with	this	version	premium	extensions	/	bundles	will	generate	a	warning	that	a	license	is	required	if	no	valid	license	was	found	for	that	particular	instance.	[ALL	EXTENSIONS	/	BUNDLES]	Change:	The	Microsoft	365	shortcode	apps	for	embedding	SharePoint	Online	Search,	a	SharePoint	/	OneDrive	Online
Document	Library,	a	Microsoft	Graph	based	Employee	Directory	and	a	Yammer	Feed	have	been	thoroughly	updated	to	work	with	the	recently	introduced	WPO365	REST	API	for	Microsoft	Graph.	Existing	apps	will	continue	to	work	with	the	WordPress	AJAX	API	but	it	is	recommended	to	update	those	apps	by	creating	new	shortcodes	using	the	Shortcode	Generators.	[M365	APPS,	INTRANET]	Improvement:	The	WPO365	SCIM	Client	for	Azure	AD	User	provisioning	now	can	be	configured	to	obtain	to	retrieve	the	user’s
Azure	AD	object	ID.	This	is	needed	if	the	plugin	needs	to	retrieve	additional	user	attributes,	a	user’s	profile	picture	or	Azure	AD	group	memberships	from	Microsoft	Graph.	see	the	Troubleshooting	paragraph	of	the	SCIM	online	documentation	for	details.	[SCIM,	INTRANET]	Improvement:	The	(Microsoft	Graph)	based	Employee	Directory	shortcode	app	has	been	updated	and	can	now	be	configured	to	use	SharePoint	People	Search	to	search	for	users	by	skills,	projects	and	other	profile	attributes.	It	will	also	include
profile	details	on	the	user’s	Info	tab	(when	using	the	Contacts	template	and	if	the	user	has	updated	his	/	her	profile).	See	the	online	documentation	for	details.	[M365	APPS,	INTRANET]	Improvement:	The	(Microsoft	Graph)	based	Employee	Directory	shortcode	app	also	can	now	be	used	by	users	that	did	not	sign	in	with	Microsoft.	See	the	online	documentation	for	details.	[M365	APPS,	INTRANET]	Improvement:	The	SharePoint	/	OneDrive	Documents	shortcode	app	(to	embed	a	SharePoint	library	in	WordPress)	is	no
longer	considered	deprecated	and	has	instead	been	updated	and	can	now	also	be	configured	to	allow	access	to	anonymous	users	and	to	retrieve	and	render	custom	SharePoint	columns	/	fields.	See	the	online	documentation	for	details.	[M365	APPS,	INTRANET]	Improvement:	The	SharePoint	/	OneDrive	Documents	shortcode	app	also	can	now	be	configured	to	read	its	configuration	(SharePoint	site	collection,	title	of	the	library	and	optionally	a	folder	path)	from	a	number	of	querystring	parameters.	See	the	online
documentation	for	details.	[M365	APPS,	INTRANET]	Improvement:	Also	the	Documents	Gutenberg	Block	has	been	updated	and	can	now	be	configured	to	read	its	configuration	(SharePoint	site	collection,	title	of	the	library	and	optionally	a	folder	path)	from	a	number	of	querystring	parameters.	See	the	online	documentation	for	details.	[M365	APPS,	INTRANET]	Improvement:	The	Microsoft	Graph	mailer	for	WordPress	can	now	log	all	outgoing	WordPress	transactional	emails	and	allows	you	to	try	to	re-send	emails	that
previously	failed	to	send.	See	the	online	documentation	for	details.	[MAIL,	SYNC,	INTRANET]	Improvement:	The	Microsoft	Graph	mailer	for	WordPress	now	supports	sending	of	attachments.	See	the	online	documentation	for	details.	[MAIL,	SYNC,	INTRANET]	Improvement:	The	Microsoft	Graph	mailer	for	WordPress	can	now	be	configured	to	send	all	outgoing	transactional	emails	as	BCC	to	help	you	prevent	reply-to-all	mail	polution.	See	the	online	documentation	for	details.	[MAIL,	SYNC,	INTRANET]	Improvement:	On
the	plugin’s	User	sync	configuration	page	in	the	section	Custom	user	fields	you	can	now	select	how	you	would	like	the	WPO365	plugin	to	update	a	WordPress	user’s	display	name.	Possible	choices	are:	Same	as	the	display	name	according	to	Azure	AD,	given	name	and	surname	according	to	Azure	AD	or	surname,	given	name	according	to	Azure	AD.	[CUSTOM	USER	FIELDS,	SYNC,	INTRANET]	Improvement:	The	plugin	will	now	always	apply	the	Azure	AD	user	attribute	to	WordPress	user	meta	mappings	regardless	of
whether	you	have	opted	to	show	them	on	a	WordPress	user	profile	page.	[CUSTOM	USER	FIELDS,	SYNC,	INTRANET]	Improvement:	A	new	endpoint	have	been	added	to	the	WPO365	REST	API	for	Microsoft	Graph	where	developers	can	send	a	preformatted	Microsoft	Graph	request	which	will	be	transparantly	proxied	to	Microsoft	Graph	in	the	context	of	the	current	user.	This	endpoint	must	be	separately	enabled.	[ALL]	Improvement:	Another	endpoint	have	been	added	to	the	WPO365	REST	API	for	Microsoft	Graph
where	developers	can	request	an	oauth	access	token	for	Microsoft	Graph	in	the	context	of	the	current	user.	This	endpoint	must	be	separately	enabled.	[ALL]	Improvement:	In	accordance	with	the	WordPress	developer	guidelines	direct	use	of	PHP	cURL	has	been	removed	and	instead	the	plugin	now	uses	WordPress’s	builtin	HTTP	API.	[ALL]	Fix:	The	OneLogin	library	(used	for	adding	SAML	support	to	the	plugin)	has	been	updated	to	the	latest	version.	Small	modifications	have	been	made	to	further	ensure	compatibility
with	PHP	8.	[ALL]	Fix:	In	accordance	with	the	WordPress	developer	guidelines	all	output	has	been	secured	/	escaped.	See	the	official	WordPress	documentation	for	details.	[ALL]	Fix:	A	bug	has	been	fixed	that	prevent	the	Internet	Auth.-only	Authentication	Scenario	from	working	correctly.	[LOGIN+,	SYNC,	INTRANET]	Fix:	A	bug	has	been	fixed	that	prevented	the	WordPress	Users	page	from	loading	correctly	when	using	WPO365	Audiences.	[ROLES	+	ACCESS,	SYNC,	INTRANET]	Fix:	A	bug	has	been	fixed	that
prevented	the	WPO365	Wizard	/	Configuration	pages	to	handle	non-latin	characters.	[ALL]	Fix:	Version	bump	for	all	WPO365	plugins.	Please	check	the	online	change	log	for	previous	changelogs.
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